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For Internal Users, please reference pages 3-11.

If your are a USDA Customer, please reference
pages 12-12.
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Internal User

Retrieve My Forgotten User ID

The following process to retrieve your User ID can be used for all
employee, contractor and affiliate accounts.

Please follow the instructions provided in this guide before
contacting the Helpdesk for assistance.
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Internal User
Steps for Retrieving a User ID

1. Access Self Service
2. Log into Identity Manager with Your LincPass
View Your User ID in Identity Manager

3.  Manual Self Service
Enter your information to receive an email with your User ID

4. Contact the Helpdesk if you need additional assistance
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Internal User

Access Self Service

« Go to https://www.eauth.usda.gov

« Click on Update your account

USDA United States Depariment of Agriculture

ﬁ USDA eAuthentication

bt N o —

m About eAuthentication | Help : Contact Us : Service Centers

| Quick Links

I What is an account?

eAuthentication

I Create an account

UsD& efuthentication is the system used by USDA agencies to enable customers to obtain
accounts that will allow them to access USDA Web applications and services via the Internet. This
- includes things such as submitting forms electronically, completing surveys online, and checking
b Link a Gertificata to your the status of your USDA accounts.

Account
Administrator Links Pleasze note that USDA will only accept efAuthentication Accounts from individuals.
B sl (P Currently USDA efuthentication does not have the mechanism to issue accounts to businesses,
“cal haglstration corporations or other entities.
Authority Login

¢ To apply for a USDA eAuthentication Account, please visit the Create An Account Page.

To find more information about the new efAuthentication Forgotten Password and Forgotten User
ID Process, please visit the Frequently Asked Questions page, MEW!

1Icam

UOUR KEY TO USDA



https://www.eauth.egov.usda.gov/

Internal User
Access Self Service (cont.)

« Click on I Agree on the “Warning” page to proceed to our login
screen.
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* You are accessing a U.S. Government infermation system, which includes (1) this computer, (2) this
computer network, (3) all computers connected to this network, and (4) all devices and storage media

attached to this network or to a computer on this network. This information system is provided for U.5.
Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal
penalties.

* By using this information system, you understand and consent to the following:

= You have no reasonable expectation of privacy regarding any communications or data transiting or
stored on this information system. At any time, the government may for any lawful government

purpose monitor, intercept, search and seize any communication or data transiting or stored on this
information system.

"

Any communications or data transiting or stored on this information system may be disclosed or
used for any lawful gowvernment purpose.

"

Your consent is final and irrevocable. You may not rely on any statements or informal policies
purporting to prowvide you with any expectation of privacy regarding communications on this system,
whether oral or written, by your supervisor or any other official, except USDA's Chief Infarmation
Officer.

tttttttttttttttSSWARNING********“““***
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Internal User

Access Self Service (cont.)

« Under the “User ID” field, click on the Forgot your User ID? Link.

USDA United States Depariment of Agricullure
Z USDA eAuthentication

|| Quick Links

&t What is an account?

¢ Greata an account
b Update your account

Qrgot your User ID7?
Administrator Links
a :

 Local Registration

Authaority Login Forgot your Password?
: Change My Passzwaord
:: .
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Internal User

Select LincPass or Manual Self Service

« As a USDA employee/contractor/affiliate, we strongly recommend
using your LincPass to retrieve your forgotten User ID first before
selecting the Manual Self Service option.

 Click the Login with my LincPass
button to log into Identity Manager

Retrieve your eAuthentication User ID using your USDA LincPass

| To retrieve your eAuthenticatson User T wsing your LinePass, please dhek on the Login with
iy L

1 you do not have your LineParss, enter your First Mame, Last Mame, and Ermail in the secian
below to retrieve your . i =

nmnb
-

Flease enter the following and dick the Continue button.
qqqqqqqqq

Customers

uuuuuuuuuu

uuuuuuu




Powered by EH§D
Internal User

View My User ID

« Go to the Home tab and select Modify My Profile to view your
User ID (also known as the Login ID).

USDA United States Department of Agrcullure
ﬁ Enterprise Entitlements Management Service

Logged in as: EMILY YU (Logout)

Home l Users l Roles and Tasks l System l

Modify My Profile

* = Required
@ 1D B.Helpdesktes@

eAuthentication Assurance Level 2

First Name Jim
Preferred First Name
Middle Name
sLast Name Helpdesktest
Suffix
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Manual Self Service

« For manual Self Service, you will need to fill in your First Name, Last
Name and email address and then press the Continue button.

« This information should match what you entered when you first
registered for your eAuthentication account.

s Sruas

LUSDIA umtea counes paparsees sn ageevmes )
a USDA eAuthentication EHS =

« Once you press Continue, you will = i
receive an email with your User ID in e T
approximately 10 minutes or less. e B

Retrieve your eAuthentication User ID using your USDA LincPass

| To retrivve your sduthentication User I using your LinePass, please chek on the Login with
iy L

1 you do not have your LineParss, enter your First Mame, Last Mame, and Ermail in the secian
below to retrieve your eAuthentication Uiser Djs).

Customers

aduthertiaticn S0k gy | B Mae
A Asmnaiiilty Satwcnmnt | Brivess Bl r-Diawiniralizn Statarast | s EolGerser
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Internal User
Contact the Helpdesk

« If you are unable to retrieve your User ID or have additional
eAuthentication questions, please contact the ITS Helpdesk:
1-800-457-3642
eAuthHelpDesk@ftc.usda.gov
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USDA Customer
Retrieve My Forgotten User ID

The following process to retrieve your User ID can be used for all
customer account types.

Please follow the instructions provided in this guide before
contacting the Helpdesk for assistance.

12
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USDA Customer
Steps for Retrieving a User ID

1. Access Self Service
2. Enter your information
3. Contact the Helpdesk if you need additional assistance
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USDA Customer
Access Self Service

« Go to https://www.eauth.usda.gov

« Click on Update your account

USDA United States Department of Agrculture
Za YSDA eAuthentication

| Quick Links

I What is an account?
I- Create an account

{_Update your account

I Link a Certificate to your
Account

Administrator Links

- Logal Registration
Authority Login

m About eAuthentication| Help | ContactUs | Service Centers

eAuthentication

USDA efuthentication is the system used by USDA agencies to enable customers to obtain
accounts that will allow them to access USDA Web applications and services via the Internet. This
includes things such as submitting forms electronically, completing surveys online, and checking
the status of your USDA accounts.

Flease note that USDA will only accept efAuthentication Accounts from individuals.

Currently USDA eAuthentication does not have the mechanism to issue accounts to businesses,
corporations or other entities.

I: To apply for a USDA eAuthentication Account, please visit the Create An Account Page.

To find more information about the new eAuthentication Forgotten Password and Forgotten User
1D Process, please visit the Frequently Asked Questions page. NEW!
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USDA Customer
Access Self Service (cont.)

Click on | Agree on the “Warning” page to proceed to our login
screen.

EEEEEREEREEREERER A QN [YGFFFEEE R R ey

* You are accessing a U.5. Government information system, which includes (1) this computer, (2) this
computer network, (3) all computers connected to this networlke, and (4) all devices and storage media

attached to this network or to a computer on this network. This information system is provided for U.S.
Government-authorized use only.

Unauthorized ar improper use of this system may result in disciplinary action, as well as civil and criminal
penalties.

* By using this information system, you understand and consent to the following:

= You have no reasonable expectation of privacy regarding any communications or data transiting or
stored on this information system. At any time, the government may for any lawful government

purpose monitor, intercept, search and seize any communication or data transiting or stored on this
information system.

"

Any communications or data transiting or stored on this information system may be disclosed or
used for any lawful government purpose.

"

Your consent is final and irrevocable. You may not rely on any statements or informal policies
purporting to provide you with any expectation of privacy regarding communications on this system,

whether oral or written, by your supervisor or any other official, except USDA's Chief Infarmation
Officer.

ttttttttttttttt**WARNING*****************

s
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USDA Customer
Access Self Service (cont.)

« Under the “User ID” field, click on the Forgot your User ID? Link.

USDA United States Depariment of Agriculture
s YSDA eAuthentication

H " : [ \ PN =~ ST TY SR —

| k- EE e st~ Tox = e - B e e e | o =
i e o . e e T T T A .& AP |4 L T R | ety

Home | About eAuthentication: Help i ContactUs @ Service Centers

[auickLinks =W o A | thentication Login

& What is an account?

r Greate an account
User ID:
b Update your account
P you Forgot your User IC7
Administrator Links | |

Password:
i Local Registration
Authority Login Forgot your Password?
: Change My Fasswor d

c .
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USDA Customer
Enter Your Information

Powered by EHED

« As a USDA customer, you will need to fill in your First Name, Last
Name and email address and then press the Continue button.

« This information should match what you entered when you first
registered for your eAuthentication account

« Once you press Continue, you will
receive an email with your User ID in
approximately 10 minutes or less.

17

Retrieve your eAuthentication User ID using your USDA LincPass

catson User I wsing your LincPass, please chek on the Login

oy ot hare your LincParss, er your First Mame, Last Name, and Email in the sechan
helmw!m yweumn User Dis).

Customers
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USDA Customer
Contact the Helpdesk

« |f you are unable to retrieve your User ID or have additional
eAuthentication questions, please contact the ITS Helpdesk:
1-800-457-3642
eAuthHelpDesk@ftc.usda.gov

o .
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